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Abstract

Organisations are deploying Al agents faster than they can account for what those agents do.
Making a person answer for a group of agents often produces accountability theatre:
responsibility without control. Drawing on two scenarios from practice, we argue that
accountability is first a property of evidence, and set out what should be signed and recorded
about agents, and how to keep those records verifiable through the move to post-quantum
signatures, under rules that already apply in Europe. We disagree on how many people should
supervise how many agents, and explain why. Three regional readings close the paper:
Southeast Asia, the Gulf and Jordan, and the European Union.

1. Introduction

Artificial intelligence (Al)-powered organisations require two essential components: financial
investment to support Al model and data centre subscriptions, and employees with strong
coding expertise combined with a solid understanding of information technology (IT)
environments. However, in Alan’s cybersecurity experience, some organisations in Southeast
Asia demonstrate a willingness to adopt Al-driven operations while neglecting critical
investments in Al security governance. This imbalance creates significant risks, as technological
advancement without robust governance undermines both resilience and accountability.

Al agents now act with real permissions: they raise purchase orders, change configurations and
hand work to other agents. Adoption is outrunning governance, and accountability is being
assigned to people rather than built into systems. This paper looks at that gap from practice.
Two scenarios, one in an Al-driven organisation and one in an operational technology plant,
show where assigned accountability breaks. An evidence model then shows what organisations
can build instead, anchored in rules that already apply in Europe: the Digital Operational
Resilience Act (Regulation (EU) 2022/2554, DORA) [1] for financial entities and the NIS2 directive
(Directive (EU) 2022/2555) [2] for essential and important entities, where it has been
transposed. We keep one disagreement open, on how many people should supervise how many
agents, because the answer depends on the regulation around the organisation.



2. The “Al Superman”: accountability theatre

Scenario 1: as an illustration, in an Al-driven organisation, management may adopt a model
where one human supervises ten Al agents, an approach we call the “Al Superman”. In this
structure, the designated human bears responsibility whenever the Al agents malfunction.
However, this arrangement effectively positions the “Al Superman” as a convenient shield for
the Chief Information Security Officer (CISO) or senior management, deflecting accountability
away from leadership.

In practice, consider an organisation with a software workforce: one human accounts for
multiple Al agents acting as specialised workers, with some agents coordinating others, which
we call child agents. The justification is to automate routine activities and to move the human
up to monitoring acceptable boundaries and intervening when something goes wrong. Hence, it
is not simply a matter of inserting a human: it requires sufficient visibility, authority, response
time and organisational support.

If the designated human cannot meaningfully observe or intervene in what the Al agents did,
then “human responsibility” is nominal. The human has responsibility without corresponding
control.

One example is a procurement process powered by Al agents. Procurement is multi-task work,
so several agents are deployed: a procurement agent, a bid evaluation agent and an invoicing
agent, each with its associated child agents. It is not a one-off configuration. An Al agent can
hallucinate and go sideways, so human intervention at both the verification and the validation
stages is crucial.

3. Ground truth: Al agents in an OT plant

Scenario 2: in an operational technology (OT) environment, such as a power plant with machine
valves, turbines and steam systems powering generators, strict safeguards are in place. These
include network segmentation between corporate IT and production systems, least-privilege
access, physical access controls, removable media restrictions and one-way data transfer
mechanisms. Deploying large language models (LLMs) in such settings presents challenges,
particularly because power plants operate in zones without internet access, while vendors
expect to update models, tooling and patches far more often than an isolated zone allows. A
critical risk arises when management misjudges the role of Al agents, overemphasising
automation at the expense of human oversight. In these environments, judgement calls are
vital, such as deciding whether to activate or shut down a switch during an emergency. Human
decision-making remains indispensable, as reliance solely on Al could compromise safety and
operational integrity.

The OT regulatory burden should move from architectural diagrams toward operational reality.
It is key that a control model adequately treats the OT environment as a socio-technical and
physical control system rather than primarily as a networked computing environment. Critical-



infrastructure law should regulate the integrity of the physical process, not merely the
connectivity of the computers that control it. The ask for OT operators is to demonstrate that
they can provide a controlled pathway that prevents a compromised person or an unauthorised
device from causing an unsafe or unacceptable physical state.

The appropriate decision-maker will therefore need to weigh operational continuity, safety,
statutory obligations and public consequences instead of comparing security expenditure
against productivity. OT governance moves beyond a CISO: physical security, engineering,
safety, operations, legal and compliance, and executive management all have legitimate
responsibilities.

In an OT environment, it is essential to stay within boundaries set by consequence and
reversibility. For example, an Al agent might report: “Pump P-6 displayed inconsistent
temperature patterns, recommend inspection as soon as possible.” Alternatively, the agent
could decide on its own to shut down Pump P-6. If the shutdown is a protective function, it
belongs to the plant’s engineered safety system, designed and tested for that purpose under the
applicable functional-safety standard, not to an agent. If it is not a protective function, the
unannounced shutdown may cause other pumps to fail. Hence, agents could own observation,
correlation and analysis, while humans retain judgement on changes to the physical process and
on safety and security exceptions. If an agent is allowed to act autonomously, the authorisation
should be explicit, bounded, auditable, tested and revocable, and not based on a general
directive.

4. From code signing to evidence

In a regulated environment, non-human identity governance is non-negotiable. Code signing is a
critical requirement for validating the authenticity and integrity of Al agents. Without code
signing, an organisation cannot show which code its agents were running, which is the first link
in any audit trail. Unlike human job roles, where accountability can be directly assigned to
individuals, Al agents present unique challenges in establishing responsibility. To address this, Al
agents’ actions must be made attributable through robust cryptographic mechanisms. Code
signing and the related cryptographic controls described below make agent actions traceable,
while accountability stays with the people and organisations behind them.

Code signing answers one question well. Provided the signing key is trusted and properly held, it
shows that an artefact is the one its publisher released, unchanged since. For an Al agent that is
a necessary start. It says nothing, however, about what ran at runtime, what the agent was
allowed to do, what it actually did, or who decided to let it act. A supervisor, an auditor or a
court will ask these questions after an incident, and the answers have to exist beforehand.

A log can serve as evidence, although its weight depends on how it was generated, protected,
retained and attributed. Most logs follow a format a developer chose and sit in a store an
administrator can edit or delete. What an organisation can defend before a third party is a



record that is authentic, intact, timed by a trusted source and linked to an accountable person
or organisation. In our experience, most agent deployments today produce plenty of telemetry
and very few such records.

Extending the code-signing logic across an agent’s life means signing four kinds of record. The
first, where code signing already sits, is a manifest of what the agent runs: code, model,
configuration, policy and tool versions. The second is its authorisation, with the systems it may
touch, on whose behalf, for how long, and who approved it. The third is each consequential
action, signed as it is taken by the gateway or signing service through which the agent acts, with
its inputs and tool calls. A payment instruction or a configuration change then carries its own
proof of origin. What counts as consequential is for the organisation’s risk model to define. The
last is the outcome, captured where possible by the affected system itself, since what an agent
reports and what actually changed can differ. The signing keys have to sit outside the agent’s
reach, or a compromised agent could sign false records about itself. For financial entities,
DORA'’s technical standard already requires controls that protect cryptographic keys against
unauthorised access and modification throughout their life (the RTS on ICT risk management,
Commission Delegated Regulation (EU) 2024/1774, Article 7(2)) [3].

Trusted timestamps, hash chaining and records of key status let an investigator see that no
recorded entry was later altered, reordered or removed. That holds only if the head of the chain
is regularly anchored outside the reach of whoever could alter the store. In the EU, a qualified
electronic time stamp is presumed accurate as to date, time and data integrity, and a qualified
electronic seal as to integrity and origin (elDAS Regulation, Regulation (EU) No 910/2014,
Articles 41(2) and 35(2)) [4]. These presumptions attach where a qualified trust service is used.
These controls cannot show that an action went unrecorded, which is one more reason to
capture the outcome at the affected system. Together, these records may help reconstruct the
chain from approval to effect, which the “Al Superman” of section 2 cannot do from a
dashboard.

This design also requires a distinct identity for each agent. Many agents today run on a service
account or API key borrowed from a team or application, so every action is attributed to that
shared credential. When five agents share one key, the record does not show which agent acted
or on whose instruction. An agent-level identity, bound to the signed manifest and the
authorisation that launched it, lets a signature point to a specific agent deployment. The agent
has no legal personality, and accountability still rests with a natural or legal person, the owner
who answers for the agent and can revoke it. This extends the non-human identity governance
described at the start of this section, with the agent entered in the control model as a named,
owned and revocable component.

This does not have to wait for Al-specific law. In the European Union, at least two instruments
already in force reach agents through technology-neutral definitions [1, 2, 5]. DORA, which has
applied to financial entities since January 2025, treats software in their systems as an ICT asset.
An agent a bank deploys therefore falls within its inventory duty (Article 8), its access and



strong-authentication requirements (Article 9(4)(c) and (d)), and its duties to detect anomalies
(Article 10) and to record and report ICT-related incidents, major ones to the supervisor (Articles
17 and 19). Its technical standard points the same way, requiring tamper-protected logs and
synchronised clocks (Article 12(2)(d) and (f)), unique identification of natural persons and
systems (Article 20) and limits on generic and shared accounts (Article 21) [3].

NIS2 reaches the same ground through its definition of network and information system (Article
6(1)), for essential and important entities outside DORA’s scope and where it has been
transposed. Its minimum measures include access control and, where appropriate, multi-factor
or continuous authentication (Article 21(2)(i) and (j)). For significant incidents, its reporting
cascade opens with an early warning within 24 hours of awareness (Article 23(4)(a)). Neither
text uses the word agent in the Al sense or prescribes signed agent records. Such records would,
however, help an entity show that its access, monitoring and incident duties hold for the agents
it runs.

The signatures must also remain verifiable as long as the records are kept. Retention periods
vary by sector and jurisdiction and can run to several years when a dispute or investigation
reopens a file. Data protection still limits how long personal data may be kept (GDPR, Article 5(1)
(e)) [6]. Widely used RSA and elliptic-curve signatures would be vulnerable to a sufficiently
capable quantum computer.

NIST finalised its general-purpose post-quantum signature standards in August 2024 (FIPS 204
and FIPS 205) [7, 8]. Its transition guidance, NIST IR 8547 [9], still an initial public draft and not
binding, proposes deprecating signature schemes at 112-bit security strength, RSA-2048 for
instance, after 2030 and disallowing all quantum-vulnerable ones after 2035. A record signed in
2026 and kept for ten years must still verify in 2036, after both dates. In the United States,
Executive Order 14412 (June 2026) [10] directs the Office of Management and Budget (OMB) to
require federal agencies to move high value assets and high impact systems to post-quantum
digital signatures by 31 December 2031. An organisation that starts signing agent evidence
today should therefore choose tooling that can move to post-quantum signatures and plan to
re-protect its archive before the old algorithms or keys stop being trusted. In the EU, data
preserved by a qualified electronic archiving service enjoy a presumption of integrity and origin
for the whole preservation period (eIDAS Regulation, Article 45i(2), as inserted by Regulation
(EU) 2024/1183) [4]. DORA’s technical standard already asks financial entities to provide for
updating their cryptography as cryptanalysis develops (Article 6(4)) [3], although it sets no post-
guantum date.

5. The ratio question: two paths and their consequences

Path A (Alan). This Al overdrive has created a blind spot, where Al agents could face internal
destruction from rogue agents. Artificial intelligence lacks the intrinsic cognitive reasoning
processes that guide human decision-making. Without proper oversight and governance, an Al
agent designed for financial tasks could abruptly shift to performing unrelated functions, such as



network testing. Likewise, in the absence of control mechanisms, one Al agent may delegate
responsibilities to another, creating unintended chains of action. Hence, the security
management requirement for Al agents should preferably be one human to one Al agent.

Path B (Amin). Path B starts from the risk Alan describes and draws a different conclusion. An
agent that drifts from its task, or quietly hands work to another agent, is dangerous because
nobody can see or bound what it does. Adding people does not fix that by itself. A person
assigned to a single agent still cannot tell from telemetry alone which instruction it followed,
which child agent it called or what it changed.

Give each agent a distinct identity, a time-limited authorisation and a protected record of its
consequential actions. A finance agent that starts probing the network is then acting outside its
signed scope, and the action can be blocked or flagged automatically. That requires the
authorisation to be enforced as well as recorded, at the gateway through which the agent
reaches tools, APIs and the network, which refuses calls outside the signed scope and records
the refusal. A delegation to another agent has to carry its own, narrower authorisation, which
keeps the chain visible.

One person can then oversee several agents, since the controls do the routine watching and the
person handles the exceptions. On this path the ratio depends on factors such as the
consequence and reversibility of what the agents do, as the Pump P-6 example in section 3
shows, and a single high-consequence agent may still need a dedicated human. For high-risk Al
systems the Al Act (Regulation (EU) 2024/1689) [11] will also bear on the ratio on either path,
from the dates in section 6, since providers must design high-risk systems for effective human
oversight (Article 14) and deployers must assign that oversight to natural persons with the
necessary competence, training and authority (Article 26(2)).

Consequences. Both paths keep people accountable. Path A relies on dedicated human
supervision, which keeps a person close to every agent for as long as the organisation funds it.
Path B relies on enforceable authorisations and auditable records, which organisations tend to
fund once a supervisor or an auditor asks, and existing law already lets them ask (section 4). In
practice most organisations will combine the two.

Where regulation is loose, the incentive runs the other way. Organisations are then tempted to
let agents take on as much work as they can and to clear the human workforce away, and, in
Alan’s view, path A is what keeps people in the loop.

Data protection law shows how differently the pressure can be set. If an autonomous Al agent’s
mistake leads to a personal data breach, Singapore’s Personal Data Protection Act (PDPA) [12]
allows a financial penalty of up to 10% of the organisation’s annual turnover in Singapore where
that turnover exceeds S$10 million, and up to S$1 million otherwise. The EU’s General Data
Protection Regulation (Regulation (EU) 2016/679, GDPR) puts a failure of the security duty
(Article 32) in the €10 million or 2% tier (Article 83(4)), and reaches €20 million or 4% of
worldwide annual turnover, whichever is higher, only where the breach also infringes a basic



principle such as integrity and confidentiality (Articles 5(1)(f) and 83(5)). Singapore’s percentage
is higher, 10% against 4% at most, but its turnover base is far narrower: turnover in Singapore
against worldwide turnover. Enforcement goes beyond fines on both sides. GDPR authorities
can restrict or ban processing, and Singapore’s regulator, which could already issue directions
and had accepted voluntary undertakings under its 2019 enforcement guide [13, 14], has held a
statutory power to accept undertakings (section 48L) since 1 February 2021, while the higher
penalty cap has applied since October 2022.

If path B prevails, the people who stay need different skills: setting and testing authorisations,
reading agent records, and handling the exceptions the controls escalate. Training for those
roles is part of the evidence layer, not an afterthought.

6. Three regions, three speeds

Southeast Asia. Notably, there are clear incentives for organisations to replace human labour
with Al agents. Unlike human employees, Al agents do not require contributions to pension
funds, entitlement to annual or medical leave, bonuses or attention to emotional well-being.
This cost efficiency is particularly appealing to small and medium-sized enterprises (SMEs), as it
directly supports headcount reduction and is often framed as “business transformation” through
the adoption of Al-powered tools to enhance productivity. In contrast, multinational
corporations (MNCs) with larger IT budgets typically rely on established vendors such as Google
or Microsoft to manage and deploy their Al solutions.

The result is an authority mismatch. The Chief Information Officer (CIO) controls much of the
technology budget and operational machinery, whereas the CISO ends up accountable for risks
they cannot materially change. CIO responsibility expands horizontally across the enterprise
while CISO authority remains vertically inside IT. A CISO with neither budget nor operational
authority has responsibility without control, which would also mean nominal security authority
over Al agents.

IT is treated as the operational infrastructure, cybersecurity as protection around it, and data
governance as an additional layer of discipline. Cybersecurity and data governance are being
framed as properties of IT, a legacy organisational hierarchy Alan has observed in Southeast
Asia.

In Singapore, Minister for Digital Development and Information Josephine Teo said at the
Singapore International Cyber Week in October 2025 that few organisations had embarked on
guantum-safe migration, likely because of uncertainty over quantum developments and the lack
of specific guidance [15], and the Cyber Security Agency (CSA) released a Quantum-Safe
Handbook and Quantum Readiness Index for consultation the same week [16]. Version 1 of the
Handbook (July 2026) [17] now lists dated milestones that CSA presents as requirements for
critical information infrastructure owners, although the Handbook itself is guidance rather than
a binding instrument: a migration plan submitted to CSA by 31 March 2027, newly procured



systems that support quantum-safe algorithms or are quantum-safe ready from 1 January 2028,
and migration completed by 31 December 2031. The Monetary Authority of Singapore (MAS)
and Banque de France had already run a quantum-safe email experiment in 2024 [18], using
CRYSTALS-Kyber and CRYSTALS-Dilithium, since standardised as ML-KEM and ML-DSA [19, 7].
MAS also subjects a broad range of financial institutions to its Technology Risk Management
Notices (for banks, MAS Notice FSM-NO5 under the Financial Services and Markets Act 2022,
which replaced Notice 644 on 10 May 2024) [20, 21].

Singapore has also started on agents themselves. IMDA’s Model Al Governance Framework for
Agentic Al (January 2026, updated May 2026) [22] recommends that each agent have its own
identity, tied to a human user, a supervising agent or an organisational department for
accountability. Between November 2025 and January 2026, MAS consulted on guidelines on Al
risk management that cover Al agents [23]. It issued them on 7 October 2026, with effect from 7
October 2027 and the life cycle controls expected by 7 October 2028 [24].

The Gulf and Jordan. Field work across the region over the past decade points to a regulator-led
pattern, where organisations move once a supervisor sets a date and then tend to move fast. In
post-quantum cryptography, the UAE introduced dedicated post-quantum controls in its
national information assurance standard in 2025 [25], which applies to federal ministries and
authorities and to non-government critical information infrastructure entities. Saudi Arabia’s
national cryptographic standard, in its 2020 edition [26], is built “assuming the absence of
guantum computing capabilities” and confines post-quantum cryptography to a short appendix
that names no algorithm and defers the subject to later editions. A revised edition went through
public consultation in December 2025 [27] and, as of early October 2026, had not been
published [28]. Outside the Gulf, Jordan’s central bank launched in January 2026 a roadmap for
moving its financial and banking sectors to quantum-resistant cryptography [29]. On Al agents,
several executives one of us met in the Gulf in summer 2026 asked who answers for an agent
that executes transactions, and none reported a clear answer from vendors or insurers. If agent
evidence follows the same path as post-quantum cryptography, it is likely to arrive as an
expectation set by supervisors. This is an inference from how the region has handled post-
qguantum cryptography, not from any rule on agents.

The EU. In Europe the push comes from instruments already in force, since the obligations in
section 4 apply through DORA and, where transposed, NIS2. Supervisors have started to read
them against Al, so far mainly as a threat. On 7 July 2026 the European Central Bank asked every
significant institution it supervises for an action plan on Al-enabled cyber threats by 31 October
2026, adding that post-quantum adoption “must start now” and announcing a separate letter on
the quantum risk to encryption [30]. The European Systemic Risk Board published a warning on
systemic cyber risks from frontier Al models the same day [31]. The coordinated post-quantum
roadmap published by the NIS Cooperation Group in June 2025, which is not binding, asks
Member States to start the transition by the end of 2026 and to protect high-risk use cases by
the end of 2030 [32]. Al-specific rules then arrive on top, since the Digital Omnibus on Al
(Regulation (EU) 2026/1744, in force since July 2026) [33] moved the high-risk obligations to 2



December 2027 for Annex lll systems and to 2 August 2028 for systems covered by Annex |
product legislation. Once those obligations apply, high-risk Al systems must allow automatic
logging of events (Al Act, Article 12), and providers and deployers must keep the logs for at least
six months (Articles 19 and 26(6)). Of the regions covered here, the EU is the one where binding
ICT-risk duties that reach agents already apply across the eighteen NIS2 sectors and the financial
entities within DORA’s scope, rather than, as in Singapore, across critical information
infrastructure and the financial sector, although their application differs between Member
States. On 8 July 2026 the Commission referred Ireland, Spain, France and the Netherlands to
the Court of Justice for failing to notify full transposition [34]. The Dutch law, adopted on 7 July
but not yet notified when the referral was decided [34], entered into force on 15 August 2026
[35], and as of early October 2026 public trackers still showed France, Ireland and Spain without
a NIS2 law in force [36, 37, 38]. The French bill had been scheduled for the Assemblée nationale
floor from 7 October 2026, but on 6 October the Assembly’s Conference of Presidents left it off
an agenda that runs to mid-November [39, 40, 41].

7. Conclusion

An accountability arrangement that exists only on an organisation chart fails at the first incident,
whether the chart names one person for ten agents or one person per agent. Accountability
holds when the organisation can show, after the fact, which agent acted, under whose
authority, within which limits and with what effect. That makes the evidence the first question
and the staffing ratio the second. Our advice follows from it: build the evidence layer first, then
decide how many people supervise how many agents, according to what the agents can change
and how reversibly. The regions will get there at different speeds. In Southeast Asia, the next
step Alan would name is to strengthen non-human identity governance, with governments
taking an active regulatory role over the providers of the models, clouds and platforms on which
agents run. In the Gulf and Jordan, supervisors are likely to set the expectation, as they are
beginning to for post-quantum cryptography. In the European Union, instruments already in
force reach agents today, and organisations that build the records now will have them when
supervisors ask.
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